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Desaware, Inc.
Software License

Please read this agreemenif. you do not agree to the terms of this license, promptly return the product and all
accompanying items to the place from which you obtained them.

This software is protected by United States copyright laws and international treaty provisions.

This progam will be licensed to you for use only on a single computer. If you wish to install it on additional
computers, you must purchase additional software licenses. You may (and should) make archival copies of the software
for backup purposes.

You may not makeopies of this software for other people. Companies or schools interested in multiple copy licenses
or site licenses should contact Desaware, Inc. directly at (4083 2@t

You have a royaltyree right to incorporate any of the sample code providesl your own applications with the
stipulation that you agree that Desaware, Inc. has no warranty, obligation or liability, real or implied, for its
performance.

Licensing: The Desaware Licensing System uses the Desaware Licensing System Component. &Wwisrkfram

provides for the transfer of licensing information from the system upon which the Desaware Licensing System is
installed, to Desawaredés Licensing Web Service. This in tu
the Desaware Liceirgy System components and services on your system. The licensing information transferred is a

one way cryptographic hash that does not include any personal information, or information that could be used to

identify the originating system. If you performlme registration, the registration information will also be transferred.

File Descriptions: You may distribute the files Desaware.MachineLie&uile Desaware.webcodeentry?? aitid
Desaware.Dls.Interface2DIl with your licensed applications. No otHdes may be redistribute(?? indicates the
framework version)

Source Files: If you have purchased a source code license, the following applies: You may rebuild modified versions of
the software provided subject to the restrictions listed. You may swtthis source code to develop or distribute
components and tools that provide functionality similar to all or part of the functionality provided by the Desaware
Licensing System or any of its components except for use licensing your own applicatiorfiedvesemblies and
namespaces must be renanieou may not use Desaware in the assembly name or any namespace. However
Desawareds copyright notice must be prominently displayed
present. Source code magtrbe published or distributed, and may be used or accessed only by the individuals and at
the locations covered by the source code license. You may distribute modified versions of the
Desaware.MachineLicen®eDIl or Desaware.WebCodeEntry??.Dfiles only for use by your applications. Modified
versions of other components may only be used by the individuals and at the locations covered by the source code
license. Modified versions of the Desaware.MachinelLic&2®ell, Desware.WebCodeEntry??.0dind
Desawae.LicenseServér?files must be obfuscated before redistribution.
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Limited Warranty

Desaware, Inc. warrants the physical CD and physical documentation enclosed herein to be free of defects
in materials and workmanship for a period of sixty days frond#te of purchase.

The entire and exclusive liability and remedy for breach of this Limited Warranty shall be limited to
replacement of defective CD(s) or documentation and shall not include or extend to any claim for or right
to recover any other damagéscluding but not limited to, loss of profit, data or use of the software, or
special, incidental or consequential damages or other similar claims, even if Desaware, Inc. has been
specifically advised of the possibility of such damages. In no evenDegldware, Ints liability for any
damages to you or any other person ever exceed the suggested list price or actual price paid for the license
to use the software, regardless of any form of the claim.

DESAWARE, INC. SPECIFICALLY DISCLAIMS ALL OTHER WARRANIES, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO, ANY IMPLIED WARRANTY OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Specifically, Desaware, Inc.
makes no representation or warranty that the software is fit for any particular purposeyamplaed
warranty of merchantability is limited to the sixay duration of the Limited Warranty covering the
physical CD and documentation only (not the software) and is otherwise expressly and specifically
disclaimed.

This limited warranty gives yopscific legal rights. You may have others, which vary from state to state.

This License and Limited Warranty shall be construed, interpreted and governed by the laws of the State of
California, and any action hereunder shall be brought only in Califodfiiany provision is found void,

invalid or unenforceable it will not affect the validity of the balance of this License and Limited Warranty,
which shall remain valid and enforceable according to its terms.

RESTRICTED RIGHTS: Use, duplication, or disslme by the U.S. Government is subject to restrictions
as set forth in subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer Software clause at
DFARS 252.2277013 or subparagraphs (c)(1) and (2) of Commercial Computer SoftRastricted

Rights at 48 CFR 52.2279, as applicable. Contractor/Manufacturer is Desaware, Inc., 3510 Charter Park
Drive, Suite 48, San Jose CA, 95136.

Microsoft is a registered trademark of Microsoft Corporation. Visual Basic, Visual Studio, Windows, Windows 95, Windows
98, Windows ME, Windows NT, Windows 2000, and Windows XP are trademarks of Microsoft Corporation.

Desaware Licensing System, FiveMinuteSoftware, CAS/Tester, SpyWorks, NT Service Toolkit, StateCoder,
VersionStamper, StorageTools, Event Log Toolkit, ActiveX Gallimaufry, Custom Control Factory, and SpyNotes #2, The
Common Dialog Toolkit are trademarks of Desaware, Inc.

Information in this document is subject to change without notice and does not represent a commitment on the part of
Desaware, Inc. The software described in this document is furnished under a license agreement. The software may be
used or copied only in accordance with the terms of the agreement. It is against the law to copy the software on any
medium except as specifically allowed in the license.

No part of this manual may be reproduced or transmitted in any form or by any means, electronic or mechanical, including
photocopying and recording, for any purpose without the express written permission of Desaware, Inc.

Copyright © 2003-2009 by Desaware, Inc. All rights reserved. Printed in the U.S.A.

Page3



Important Notice! Warning! Danger!

If you implement a scenario that requires activation in order for your software to ins
and at some future date your licensing server becomes latdgathat software will
become uninstallable. It will not be possible to enable features which require activa
This system uses 128 bit encryption, and there are no backdoors or secret codes h
that will allow you to bypass this licensing scheerileither do we know of any flaws at
this time that might allow you to do so.

We ourselves have no tools or technology that would allow recovery or regeneratio
the private key necessary teagnable licensing of software if the original license serve
database is lost.

We encourage you to choose the O6Frien
software to be installable/runable without server activation (even though it does not
provide the same level of security).

We strongly recommend youkia precautions to baeakp your database.

Important Notice #2! Warning! Danger!

Any licensing scheme is vulnerable to reverse engineérsagneone completely

decompiling, modifying and then recompiling your softare. Due to the nature of .NE
software, i is potentially more vulnerable to this type of attack than traditional softw
It is essential that you make use of obfuscation to reduce the chance of your assen
being decompiled in this way.

Version 1.1and laterof the licensing system includes abfuscator, and additional
binding test code that you can incorporate into your software to prevent this type of
attack. Refer to the application note StrongName.pdf for-alenth discussion of this
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Important Notice #3!
Samples and Debugging!

The number one technical support call we get is when the following exceptionm occurs:

The MachineLicense component must itself have a valid license to Install software \when

running under a debugger. Be sure to copy a valid .DLSC file to the same irasto
the Desaware.MachineLicense??.dll

In other words the machine license component is itself licensed. You need to place the

dis10client.dlIsc file that was created during installation into the bin directory of your
application in order to debug it. This, of course, only required to debug your licensed
application (during developmentihis is also required to debug any of the sample
programs!

To run samples:

Most of the examples include a sample resource file Test.resx or Testl5.resx in their
applicaoin or App_GlobalResources directory. You MUST replace this with a resource
file for an application on your own licensing server in order to successfully run or test
these examples!
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Quick Introduction

The Desaware Licensing System combines strong licensing security with ease of use. For

a proper introduction, we stronglyrenane nd you read A The Desawar e
System: I nterview with the Architect o, which
the system.

For those who wish to use the system as quickly as possible, here is a very brief
introduction.

Foreaseofunderstadi ng, wedve divided the manual desc
common scenarios (though each one can be implemented in a wide variety of ways).

High Security scenario This scenario requires server activation via Internef
other connection. The sewreturns to the client a
licensing certificate (DLSC file) that is digitally
signed. The licensing certificate can only be used o
that machine.

Friendly Security scenario This scenario uses a temporary unsigned certificate
cases where an Interneirmection does not exist or {
licensing server is unreachable. The licensing
component will attempt to contact a server at a late
time to complete verification and the licensing
process.

Componentscenario Allows licensing of components, with or withousing
the LicenseProvider architecture defined by .NET.

All of these scenarios support limited duration demonstration licensing.
Additional samplesin applicatioin notedemonstrate additional scenarios including:
1 Licensing of modules in an application
1 Subscription/time based license expiration
1 Concurrent (lease based) licensing
1

Licensing based on user, domain/IP address, or other criteria
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On Version and Framework Numbers

There are three different version numbers to consider when working with therlgensi
system: the .NET framework version, the Assembly version and the File version.

Framework version

It is always best to run .NET components and applications on the same framework
version they were built on. Fortunately, the .NET framework supportsgidele
installation, meaning a system can support multiple versions of the framework at once.

Webve adopted the convention of including th
component in the component name. For example: the Desaware.MachineLicense20.dll
component targets the .NET 2305 framework.

Some framework versions are distiindhe 1.1, 2.0 and 4.0 frameworks can exist on the
same system and you should create separate applications for each one.

The 3.0 and 3.5 frameworks are extensions to the cOrgeZnework. This means that
any assembly written for 2.0 will run on 3.0 and 3.5. However, assemblies that target 3.0
or 3.5 may not run on 2.0 because it may lack required features.

Assembly versions

The assembly versi on i a agsaeanbly. This meansithatasist r ong
long as the assembly version remains the same, you can drop in an update without having
to rebuild your application.

We have shipped three different assembly versions of the
Desaware.MachineLicense20.dll component to date:

Assembly version 1.2 Initial release on the .NET 2.0 framework.

Assembly version 1.B Vista support

Assembly version 1.6 Numerous feature enhancements (see version history)
Assembly version 1.6 This release

All versions of the license server forettNET 2.0 framework will suppodil client
components.

When upgrading assembly versions, you must rebuild your existing applications to
reference the newer component.
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As an alternative to rebuilding your application, you can add the following to the
<configuration> section of your applicationos
version is the samé&loteT you must add this AFTER the <configSections> tag,
which must always be the first one in the configuration file.
<runtime>
<assemblyBind ing xmlns="urn:schemas - microsoft - com:asm.v1">
<dependentAssembly>
<assemblyldentity name="Desaware.MachineLicense20"
publicKeyToken="c8956dcc7a600871"
culture="neutral" />
<bindingRedire  ct oldVersion="1.1.0.0"
newVersion="1. 5.0.0"/>
</dependentAssembly>
</assemblyBinding>
</runtime>

File versions

Each assemblyersion may be upgraded in cases where we are confident that the newer
component is completelyackward compatible with the prior version. In these cases we
increment the file versiorYou can use the file properties viewer to see the file and
assembly versions of components.

Previous Versions

We are currently pursuing active development on thel.RB-3.5 frameworks. .NET 4.0
will be supported on release.

The last original .NET client component is assembly version 1.1.0.0, file version 1.1.0.0.
The last .NET 1.1 client component is assembly version 1.1.0.0, file version 1.3.0.0.
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What 6s newnli3lbver s

Version 1.6 Update

The version 1.6 update incorporates a wide variety of improvements to the licensing
system, while maintaining backward compatibility with exiting systems.

General Features

This update includes both Licensing System Applarathotes including a concurrent
licensing example with server, and a subscription application with management features.

MachineLicense
The following versions of the MachineLicense component are included in this release:

Desaware.MachineLicense20.dll versib.53.0 (latest 1.5 assembly version)
Desaware.MachineLicense35.dll version 1.6.0.0
The feature updates for each version are as follows:
Version 1.6
1 FIPS compliance
1 Native WPF code entry control
1 Application Note: Advanced subscriptions and extending desriificates
1 Application Note: Concurrent Licensing (floating licenses)
Version 1.5

1 Flexible license certificate storage including Isolated Storage and customized
storage.

Web code entry control for use on web sites

Added paste feature to CodeEntryControl

Ability to remove default identifiers.

New constructor allows embedding license resource in any assembly.

New properties: InternalLicensePath, Certificate, TimeServerSettings.

= =2 =2 A A -2

New method GetActivationServerTime

1 Additional functional and performance impements.
Version 1.3
Vista compatibility
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License Server
This update includes the verion 1.6 LicenseServer application.

There is no reason for you to update your existing license server if it is working correctly.

Other than the update to 1.3 (which offéNdsta compatibility) all updates through
version 1.6 have been minor changes to improve support on different server
configurations.

The version 1.6 server is licensed for use by URL/Application on Cloud/fallback servers
and works correctly in that envinment.
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Set Up and Installation

The Desaware Licensing System includes three major components:

Licensing Service

This is a web service that runs on any
machine that hosts IIS.

License Manager

This is a Windows application that is use
to define applicatins, create installation
codes, and perform other tasks necessal
use the Desaware Licensing Service.

MachineLicense Component

This is the redistributable component tha
must be included with each piece of
software that you are licensing.

The Desawargicensing System is partitioned into two packages, each of which has its

own installation and license key.

1 The Licensing Service

1 The License Manager and Development Components.
This includes the documentation and the sample programs as well.

There are aumber of choices involved during the installation process that will need to
considered. Please read the following installation guide carefully.

The Licensing Service

The Licensing Service is a web service that is accessed by licensed components during

theinstallation process. It can be installed on any ASP.Net compatible server. The server
will access a database that you define. During installation you have the opportunity of
specifying anyaccessibl&SQL server database, an Access database (if the QIEDB

drivers are installed), or you can specify an OleDB connection string to the database of

your choice.

1 The licensing server can support an unlimited number of applications in a single
databaséthe single application edition only supports a single appbtin)

1 The Licensing Service is installed using the Desaware.License3emsr

installation package.

The License Server can also be used on hosted installations (where an installation
may not be run) if certain requirements are met. Refertcetltesi on A Adv a

Manager Options

(Hosted Installs)o faqg

Selecting the Server

file

nced Li

r

Each server license you purchase entitles you to install the LicenseServer on a single
system. In order to deploy the system, you obviously need at least onsdSezver
running on a system accessible to your clients (either on the Internet, or on an intranet for

internal applications).
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Your developers can use the same LicenseServer. You may also wish to deploy a
separate license server just for developmentlossther case, all your developers can
share a single license serveyou do not need one on each developer machine.

Selecting the Virtual Directory
The first choice you have to make is the name of the virtual directory in which to install
the LicensindServer.

This decision is important, because it determines the URL that will be used to access the
Licensing Server. The default is LicenseServer under the default web on the server. You
can change the name from LicenseServer to something more crymticwisgh.You can

also select the application pool for the server.

i'-E‘ Desaware Licensing System (1.6 Server for NET 2.0

Select Installation Address

The installer will install Dezaware Licenzing System [1.6 Server for MET 2.0] ta the following web
location,

To inztall ko this web location, click "Mext". To install to a different web location, enter it below.

Site:

Default 'wWeb Site Digk Coszt...

"Wirtual directony:

ILicenseS EIVEr

Application Poal:
I DefaultdppPool j

Cancel | < Back | Hest »

Figure 1
Server Installation Dialog Box

Remember the URL used to access your | icensi
server laterYou can change the port number of the seovespecify host headers or
perform other configuration tasks using the standard [IS management console.
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Selecting the Database
After several progress forms, you will come to the License Server configuration form.

Desaware License System Server Eunfigural:img

&+ SOL Server

" Access [automatic configuration)

™ Custom Edit ||DIEDB j

Cancel Ok

Figure 2
License Configuration Form

The SQL Server option will be available if there are one or more instances of SQL server
accessible tgour system (in this example, there is a single instance running). If there
were more than one you would be able to choose among them). Instances of the MSD
or SQL Server expreskatabase will be included heais well

If you wish to use SQL Server, it is up to you to install it before installing the
Desaware License ServeiThe administrator account that is installing the licensing
server must have permis®n and access to the instance of SQL server in order for
the automatic installation to succeed.

If the installation program is unable to complete the automatic installation, you will see a
prompt warning you that you must configure the database manuallycah view

diagnostic information explaining why the automatic configuration failed in your
application event log.

You can also choose to use an Access database. As each client only connects with the
licensing service once to obtain a certificate, theiseimposes a light load on the

system, and does not generally require a high throughput database. Access should be
adequate for all but the most high volume sites.

You may also specify a custom database connection string. The Edit button brings up the
OleDB connection editor that allows you to connect to a variety of databases. However,

note that the system has only been tested
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guarantee operation if you do something ficre
an Excel spreadsheet.

If you specify a custom connection string, you should also choose the provider type:
OleDB, SQL or ODBC.

You can create a new database or use an existing database. If you use an existing
database, the Licensing Server will createfthiewing tables:

1 Application 1 Systemldentifiers
1 CustomData 1 Uniquelnstalls

9 InstallationCodes

If your database is secured, you MUST use a custom connection string that includes the
necessary user information and password to access the database.

Refer to tle Database Schema documentation for more details on the structure of the database.

Securing the Web Service
The Security tab is used to secure the management features of the database.

Desaware License System Server Configuration

Database Securiy |

[P Filter:  1127.001

Allowed Boles:  [vouwrDomain ourGroug

Cancel Ok

Figure 3
Security Dialog Box

The Licensing web service has two eninints, Activator.asmx and Management.asmx. The
Activator.asmx entry point is used to register licenses and return licensing certificates and is
therefore open. Security to this point is provided by the fact that it only has a single function that
acceptglata in a very tightly controlled and encrypted format.
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The Management.asmx entry point is used to manage the licensing system and should be
available only to those systems in your network that are allowed to perform these operations.

Two types of builin security are provided (plus, you can use integrated Windows authentication
as well).

1) You can specify IP Filters in the form.
a.b.c.di to specify a single IP address
or
a.b.c.de.f.g.hi to specify a range of IP addresses
2) You can place each perteid IP or range on a separate line.

You can also specify a role in the foNourDomainYourGroup whereYourDomains the name
of the domain or computer, aaurGroupis the name of a group or account.

Access to the management features are allowed ietingesting computer is in the valid IP
range OR the role is allowed (either is acceptable).

If you use roles, the Management.asmx entry point to the service will be configured to prohibit
anonymous access and only use NTLM authentication. This meansitieayau specify a single

role, access will only be possible to clients that connect using NTLM and can authenticate on the
server. However, the service will accept any authenticated client even if the role does not match,
as long as it comes from a valid.|

You must have NTLM authentication enabled on your server for role authentication to
function!

You can use IS Manager to also enable Basic authentication if you wish.

The default configuration allows access to management features from the servecaminia
127.0.0.1 is the local system).

Refer to the Appendi x AConfiguring the Web Se

3) If you configure the Management.asmx entry point to use NTLM authentication, the License
Manager application will, if necessy, prompt the user for a user ID and password to use when
accessing the web service (much as a web browser will prompt for a user ID and password when
accessing a secured web site).

Entering Licensing Information

The next window is where you enter thetallation code provided by Desaware. You can also
register online as part of the activation process, but that part is optional. The setup program will
automatically detect whether you are installing the full version or single application version of
the licensing system based on the installation code.
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Installation and Registration

Enter your installation code to continue.
Leave code hlankto install a limited duration dermo version.

I T

—Registration information {(optional)

Marme: I

Company:

|
Address: |
|
|

Fhone:

Email:

Cancel |nztall D emo

Figure 4
Licensing System Installation and Registration

The sample code for the installer class we use is included with the Desaware Licensing System
(part of the development system installation), so youuse this approach with your own
customers as well.

Uninstalling the License Server

Uninstalling is automatic except in one situation. If the License Server originally created a
database, you will be prompted to remove the database if you wish.

WARNING! If you remove the database, the private keys and
information required to install any licensed applications will be
permanently lost. Be sure you have backed up your database before
removing it.

The uninstall program will prompt you twice for confirmatiéo minimize the risk of accidental
deletion.

Testing and Debugging the License Server

The installation program does an excellent job of installing and configuring the licensing server,
but it is possible that configuration errors will octuior exampleif security settings are
incorrect or if the database connection string is incorrect. In addition, problems often occur
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during hosted installations (described in the
in this document).

If you run into dificulty, please download the latest version of our Server Configuration Guide
available at
http://www.desaware.com/support/documents/files/LicensingServerCoation.pdf

This guide is continuously updated with the latest information based on customer feedback from
various servers and hosts.

By default, all errors that occur on the licensing server are hidden. In order to determine which
problems are occuringpu can temporarily expose the service features so that you can test them
using a web browser.

To do so, make the following changes to the web.config file on the license service:
1. Comment out the wsdIlHelpGenerator tag as follows:

<l --
<webServices>
<wsdIHelpGenerator href="helppage.htm" />

</webServices>
- >

This will allow you to directly access the web service functions from the browser.

2. Turn off custom errors by changing the customErrors mode from RemoteOnly (the
default) to Off as follows

<l - CUSTOM ERROR MESSAGES
Set customErrors mode="0n" or "RemoteOnly" to enable
custom error messages, "Off" to disable.
Add <error> tags for each of the errors you want to
handle.

- >

<customErr ors mode="Off" />

You can test the access security settings of your license server by accessing the server on a
browser using the following URL:

http://  yourhost / appname/Management.asmx
Whereyourhos andappnameare the URL of the license server.

| f you invoke the ATest o method, you should g
Aerroro it indicates that you do not have acc
address to the alved list in the web.config file. If using role based security, be sure you use the

[IS Management console to turn aiionymousuthentication for the Management.asmx page.

I f an error occurs, you can invokecet he nADiagn
diagnostics. In order to use this method,e¢hablediagnostickey under theppSettingsection
in your web.conf i g Notethatthemvelsconfigfie nosvdas t o At rueo
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http://www.desaware.com/support/documents/files/LicensingServerConfiguration.pdf
http://yourhost/appname/Management.asmx

diagnostics turned on by default. You need to disable this when dertesting (look for the
key <add key="enablediagnostics" value = "true" /> and set the value to "false").

Please include the text returned by the Diagnostics method with any support enquiries.

If you invoke the GetApplicationList method, you should gestdf applications on the
licensing server (or none, if no applications are defined). This is an excellent method for
verifying the internal operation and database access of the licensing server.

The License Manager and Development Components

The Licensévianager and Development Components are installed together. This is because
developers need the License Manager to create the license files needed during the development
process to run and test your licensed application. You can install the License Maitlager

the development sample code.

The installation sequence is quite simple. The only option that is important to consider is the
default License Service URL which is set in the following dialog:

Enter default server URL

Enter the LURL for the default icense zerver pou will be uzing.

Ihttp:.-".-"LDCEl'H ost/Licenzeserved

You can edit this default later by editing the file
Dezaware Licenset anager. exe. config

Ok |

Figure 5
License Manager Installation Dialog Box

You can change the default server URL at any time by modifying the
Desaware.LicenseManager.exe.config file as shown:
<appSettings>

<add key="Desaware.LicenseManager.Desaware.LicenseService.Management"
value="http://localhost/LicenseServer/management.asmx"/>

<add key="Desaware.LicenseManager 20.Desaware.LicenseService.Management"
value="http://localhost/LicenseServer/management.asmx"/>

</appSettings>

If you specified a different port for the license server, use the standard URL port syntax. For
example: to conect to a server on port 152, you would use the string:

http://LocalHost:152/LicenseServer
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The License Manager

The License Manager application allows you to manage the licensing system. VB.NET source
code for the License Manager is included (except foDEMO edition). You may modify the
License Manager for your internal use. It is also a good way to learn how to call the Licensing
Systembs Web Service functions.

License Manager Security

The License Manager uses the Management.asmx entry point of theihg&erver web
service to perform most of its operations. Therefore, it is subject to whatever security constraints
you placed on the Management.asmx entry point during installation or afterwards.

Knowing that one of the secrets of good security is tarmeads little information as possible

when a security failure occurs, if the License Manager cannot connect to a service you will
generally see very little. You will see no applications, and will not be able to create applications.
There will be no additioal error reports.

Important Security Note:

Communication between the License Manager and the Licensing Service is mostly unencrypted.
This is because we assume that they are typically on a local Intranet. You should never use the
License Manager to performanagement tasks across the Internet unless through a secure VPN.
If you wish to enable access through the Internet, we recommend you set the Management.asmx
entry point to use SSL.

The License Manager will prompt for a user name and password if yotoesesr secured using
NTLM authentication. While the user name and password will be protected by the NTLM
protocol, the actual data being sent to and from the service will be unencrypted unless you use
SSL.

The Activator.asmx entry point, used by the dikeensing component, does not require SSL
because all significant data being passed to the service is encrypted.

Using the License Manager

The main License Manager form displays a list at the top of the form containing the Applications
found for the cumntly connected licensing server. Under the Applications list on the left is a
treeview control containing information related to the selected Application. Other controls will
appear to the right of the treeview control depending on the information selethe treeview
control. You can select an Application by clicking under the Application Name heading in the
Applications list. Most License Manager functions apply to the currently selected application.
Also included in the main form are a number of tnenmmands to bring up the various forms

that you will be using.
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Application Keys Advanced About

| Application Name | Description | al
Test Application used in many of the Desaware Licensing System samples
TestCodeCreation Create a bunch of installation code keys
TIC_Enterprise Enterprise edition of a ficticious application |
TIC_Professional Professional edition of a ficticious application |
Test

Developer Information Name: [Test
=-Keys (No Filter)

‘HBBER-V4BCZ-G5FRX-Yv360Q-96T9B-9 Description: |Tesl Application used in many of the Desaware Lice

4HIBC-FVKYP-5UXUF-UVYKA-GWXE4-5
NYY2H-BAISF-6HREQ-7ZHTU-YHF4P-3
MBGBS-8TRSG-KA8YL-LKAMR-RG4ZX-§
HR48K-CUP75-G7YKY-YX5YB-HY795-8

Sign External DLSC...

N\

Figure 6
Main License Manager form

Menu T Advanced - Set Server Connection

The default licensing server is typically specified during installation of the License Manager. It is
also spedied in the file Desaware.LicenseManager.exe.config in the directory in which the
License Manager was installed. Look for the appSettings section and set it as follows:

[VS .NET Framework versiof.(]

<appSettings>

<add key="Desaware.LicenseManager 20.Des aware.LicenseService.Management"
value="http://localhost/LicenseServer/management.asmx"/>

</appSettings>

This dialog box allows you to select other license servers to manage. You must select a license
server before proceeding.

The remaining Advanced merentries will be described later.
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Menu i Application - Create New Application
This dialog is used to create a new application. It is important that you understand the meaning
of Application in the context of this product.

An Application defines all asserblies that are licensed together.

That means that different types of assemblies, different versions of one assembly, or assemblies
across different products, can all be licensed with a single licensing certificate. For example: The
MachineLicense componeahd the License Manager in this product are part of the same
application. Minor revisions of these assemblies are still considered the same application.

As long as an assembly uses the same Application name, it will use the same DLSC licensing
certificate installation codes, etc.

The Single Application edition of the licensing system allows you to create only one application.
However, you can upgrade the licensing system to a full version at a later time if you need to add
additional applications.

=

Unique Name
fi

Description

I

MNumber of systems on which an installation code will

work before returning a warning: |2
Number of systems on which an installation code wil |4
work before the license server rejects the code:
Number of days a demao installation will work: |3U
Create I Cancel

L

Figure 7
Creating an Application Dialog Box

Each application has a unique name. This name is limited to letters, numbers and the underscore
character, and is limited to 50 characters, though you should keep it shorter. The Description is a
description of the @plication. The Description can be up to 255 characters.

You can also specify the number of systems on which an Installation code will work before

returning a warning to the client. The AWarni

Similarly, you specify the number of systems on which an Installation code will work before the
|l icense server rejects the code. The nABIl ock

The Warning and Block status is returned to the client component during instalhdiur
software can deal with them as you choose.
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Finally, you can specify the number of days a demo installation will work. If you do not wish to
all ow demo installations, set this value to z
0 to 10@O0.

Note that just as you can license multiple assemblies as a single application, you can in fact use
multiple applications in a single assembly. You might do this to license individual features of an
application independently (refer to the ModuleLicagssample project), or to license your
application for a | imited duration (refer to

Developer Information

Select the Developer Information entry in the selected application treeview control to display
informaion intended for use primarily by developers.

In order for clients to work with the licensing server, they need additional information beyond
the application name. For example:

1 The Application password (used if you allow installation without an Intermetezion,
or to do first pass verification if you do have an Internet connection).

1 The demo expiration time for the application.
1 The public key for the application.
1 The URL of the licensing server.

Developers can use ti@opy password to clipboargutton b copy the Application password to
the clipboard, or th€opy Public Key to clipboartutton to copy the public key to the clipboard.
However, theSave info as ResX filutton makes this process even easier.
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{# Desaware License Manager - Test Application used in many of the Desaware Licei te o ] 4
Application Keys Advanced About

Application Name [ Description [ 4l
Test Test Application used in many of the Desaware Licensing Systern sam...
TestCodeCreation Create a bunch of installation code keys

TIC_Enterprise Enterprise edition of a ficticious application i
TIC_Professional Professional edition of a ficticious application |
Test ‘ . Password: {BOLYFGY

@ Developer Information

&= Keys (No Filter) Copy Password to clipboard I

- HBBER-Y4BCZ-GEFRX-YVI60Q-96T9B-9
- 4HIGC-FVKYP-5UXUF-UVYKA-GWXE4-5

Days before demo expires: '30

- NYY2ZH-BAISF-EHREQ-7ZHTU-YHF4P-3 Licensing server URL: lht!p:fflocalhost.fLicenseS erver/Management..
MBGBS-8TRSG-K48YL-LKAMR-RG4ZX-8
- HR4BK-CUP75-G7YKY-YXEYB-HY795-8 Public Key:
-KBRFM-XPF5F-FEVEBW-UCC3V-7ZAZ0-7 <RSAKeyWalue> <Modulus> ObRE3hblgSIN Sk GifFO00RnLowlNDYvab

Gg/r4NY3gBorme2fIKQ adFNNIRDO 31 3MmaawleS 950 380ywibkS5e
kad/QHRTLXUXitaVD opdxlJf88azlzF 0dw TE 2t h<4MUT 8prlTI1 AL Tt
HaD 2HJnlwZntuptbH26vmGIT Unc=</Modulus> <E xponent>A0AB</E
sponent></ASAKeyV alue>

Copy Public Key to clipboard |

Build DLSC... Save info as ResX file... |

Connected to: http: //localhost/LicenseS erver/Management. asmx

N\

Figure 8
Displaying Developer Information

The Save info as ResX fikutton brings up a File Save dialog box that allows you to create an
ResX resource file. Developers can add this file to a licensed application and use it to initialize
the client licensing component with just one line of codes Ththe preferred approach.

Developers also need a method to obtain a license certificate for use on their own system in order
to develop and test with |Iicensing before the
DLSC button creates a liceneertificate for the system on which the License Manager is

running.
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Build DLSC File - test licensing O] =|

Mate: The license certificate builk with thiz wkility will anly work, on this computer.
Building a file DOES count az a license inztallation with that code. Select the
Temp Certificate check box to create a Tempoarary Certificate.

SLEMY-ZP7D¥-PMEME-S28NA-PUWTNE-& e
CD43U-RTWIQ-FH4WVC-PPAT7-QEELE-2
GEQEE-38T36-A8XAY-89LEH-LP49 -3
LY?CR-MaV2T-G3PRE-SVGFE-SEDEG-2

UHLKT -GLE6T- VS8 -FE I 3D - 9ESTA-6
WEME T - FEVF - VMIUHD - 950 BN-HPCFG-7 Demo |
[ Temp Certifizate

Cancel |
Figure 9

Build DLSC Option Dialog Box

Save

The New command creates a new Installation Code and builds a DLSC file using that code.

The Load List command shows all existing installation sdde the application (it changes to

the Save command after the codes are listed). Selecting the Save command builds a DLSC file
using the selected code. This allows you to reuse existing codes and test reuse of codes on
different machines.

The Demo commahbuilds a Demo DLSC file (no installation code is used for demo
installations).

The Temp Certificate checkbox builds a temporary license file (it tries to connect to an invalid
server. Note that you will get an error message when you build a DLSC filehigtoption.
This allows developers to test scenarios where temporary files are permitted.

Sign External DLSC

The Sign External DLS®utton appears when the Application name is selected in the selected
application treeview control (please refer to FigbyeThis option is designed for high security

scenarios where an Internet connection is not available. In these cases you can configure your
install ation program to create a temporary ce
certificate sent vi@mail, or other secure channel to a local system. You can then use this option

to digitally sign the certificate and then send it back to the client.

If the temporary certificate already contains an installation code, that code is used during the
signingprocess. Any errors that occur are reported (for example, if the code or certificate is
invalid).

If the temporary certificate does not contain an installation code, you will have the option of
creating a new code, manually entering an installation codggming it without a code (in
which case it will be a demo certificate).

The Single Application edition of the licensing system does not support this capability. However,
you can upgrade the licensing system to a full version at a later time shouldggbtoradd this
capability.
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Menu - Keys - Create New Keys

This dialog box allows you to create one or more installation key codes. You can copy the new
keys to the clipboard or save them to disk.

NoteT The demo version of the Desaware Licensing Systeswall/ou to create up to
10 installation key codes per application. The Single Application edition allows you to
create up to 1000 installation key codes.

Installation Keys

The installation Keys for the selected application are displayed in the treevigwl.cofou can
retrieve or update detailed installation information for a specific installation key code. Normally
all key codes generated for a specific application are displayed as shown by the Keys (No Filter)
entry. The License Manager provides sevesays to filter key codes.

{% Desaware License Manager - Test Application used in many of the Desawa ing Sy: o =] 24
Application Keys Advanced About

Application Name Description I -l
Test Test Application used in many of the Desaware Licensing System sam...
TestCodeCreation Create a bunch of installation code keys
TIC_Enterprise Enterprise edition of a ficticious application i
TIC_Professional Professional edition of a ficticious application L]
Test g i Filter License Keys Displayed
Developer Information

= [V Filter License Keys

HEBER-V4BCZ-GEFRX-Yv36Q-96T9B-9

4HI8 C-FVKYP-5UXUF-UNVYKA-GWXE4-5 Show only keys beginning with the following: I

~NVY2H-BAISF-BHREQ-7ZHTU-YHF4P-3 ) o .
MBGES-BTRSG-KA8YL-LKAMB-RGA7X-8 I Show only keys with User Defined information

HR48K-CUP75-G7YKY-YX5YB-HY795-8

I~ Show only keys with Custom information
K8RFM-XPF5F-FEVEW-UCC3V-7ZAZQ-7

& Show all keys

" Show registered keys

" Show unregistered keys Apply Filter changes |
LCreate New Keys... Output Keys to XML file... I
!Connecled to: http://localhost/LicenseServer/Management. asmx 4
Figure 10

Installation Keys

TheFilter License Keysheck box enables/disables the rest of the filter controls. You can filter
keys by entering their first characters or by displaying only keys containing specific information
You can specify a filter to display only keys starting with certain characters/digits by specifying
the beginning of the key (up to 5 characters/digits) irSiew only keys beginning with the
followingtext box. You can display only keys that contdilser Defined information by

selecting the&show only keys with User Defined informatadreck box. You can display only
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keys that contains Custom Data information by selectingtwev only keys with Custom
informationcheck box (this option is not avail@af theShow unregistered keggtion button is
selected since Custom information is only entered for registered keys). You can display the keys
based on whether they have been registered (used) on your License Server or not by selecting
one of theShow kysoption buttons. After entering your filter criteria, click on #eply Filter
changedutton to redisplay the installation keys based on your filters.

TheCreate New KeyButton displays th€reate Keyslialog allowing you to create new license
keys Dr the selected application.

The Output Keys to XML fileutton will output detailed information for all of the keys displayed
in the treeview control to an XML formatted text file. A sample output is displayed below:

<DesawareLicensingSystem>
<ServerURL> http://www.desaware.com/LicenseServer/management.asmx</ServerURL>
<ApplicationName>Test</ApplicationName>
<Keys>
<HR48K- CUP75 G7YKY¥ YX5YB HY795- 8>
<Count Warning="2" Block="4" />
<UserDefined>Test changes</UserDefined>
<a33eacle - Oade - 44ac - 8dc0 - 5937a63435e4>
<Date Installation="6/11/2003 12:00:00 AM" DemoExpiration="6/11/2003
12:00:00 AM" />
<add key="name" value="Robert Harte">
<add key="email" value="robertharte @somecompany.com">
</a33eacle - Oade- 44ac - 8dc0- 5937a63435e4>
<9eb5caal - 5ac9 - 4e67 - a752 - 90cfb356d02c>
<Date Installation="7/11/2003 12:00:00 AM" DemoExpiration="7/11/2003
12:00:00 AM" />
<add key="name" value="William Pate" />
</9eb5caal - 5ac9 - 4e67- a752 - 90cfb356d02c>
</HR4 8K- CUP75 G7YKY¥ YX5YB HY795- 8>
<K8RFM XPF5F FEV6W UCC3V 7ZAZQ 7>
<Count Warning="2" Block="4" />
</K8RFM- XPF5F FEV6W UCC3V 7ZAZQ 7>
</Keys>
</DesawarelicensingSystem>

The ServerURLtag displays the License Server URL. TgplicationNameag dsplays the

selected application name. TKeystag is the root node of a list of key nodes containing detailed
information for each key. Eadteynode is identified by the actual license key code. Kkagh

node always contains tWgarningandBlock count pr that key. An optiondUserDefinedag

follows if that key contains any User Defined data. Another optionajuelnstalliDtag follows

if that key was registered on the License Server. The tag key corresponds to the UniquelnstalllD
field in the LicenseServer database. Within each UniquelnstalllD node are keys indicating the
InstallationDate, along with the DemoExpiration date, and any Custom Data information for that
particular installation. Custom Dat-xailwomeor mat
pair which corresponds to the field name and value of each custom data. Note that there could be
multiple UniquelnstalllD tags for each license key.
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Menu i Keys - Find Key
This menu command displays thand Keymodeless dialog in which you can enpartial text
of a license key code you wish to find within the keys treeview control. The key search is based

on the currently displayed Ilist of keys (filt

character may be used, and wildcards aresapported. Th&ind button performs the search
from the beginning of the key treeview control, Ehed Nextbutton performs the search from
the last matching key.

Individual Key information

Select an installation key code to display information for thaiqular key. You can update the
Attempts before warning givemd andAttempts before key is blockedunts for the selected
installation key code. For example: you sold a copy of your licensed product and the customer is
so happy they wish to buy a slteense for up to 100 developers. You can issue them 99 new
installation key codes, or you can update the Warning and Block count for their existing code to
100 or higher, and allow them to use the same code on up to 100 machines.

There is a User defingdformation field of up to 255 characters associated with each key code
that you can use for any purpose.

Click on theApply Changebutton to save the changes for the select key.

The Show Detailed Infutton brings up a tree view for the selected iretialh key code

showing each unique system on which the installation key code was used and the date on which
it was installed (also the expiration of the demo if applicable). Custom data is also shown for the
specified key.

[Floesawore LicenseManoger -loix]

Application Keys Advanced About

Application Name I Description I Al
Subscriptionl 90 day license to run the application
Subscription2 180 day license to run application |
Subscription3 365 day license to run application
Test Test Application used in many of the Desaware Licensing System samples  ~|
Test . .
Developer Infarmation r Individual Key properties
=-Keys (No Filter) Attempts before waming given: Iz—
HEBER-V4BCZ-GEFRX-Yv3960Q-96T9B-9
4HI8C-FVKYP-5 UXUF-UNVVK A-GWX84-5 Attempts before key is blocked: ]4
NYY2H-BAISF-BHREQ-7ZHTU-YHF4P-3
MBGB5-8TRSG-K48Y L-LKAMP-RG4ZX-8 User defined information:

HR48K-CUP?5-G7YKY-YXEYB-HY795-8 [HR48K has some misc user defined string _A_]

- |

Spply Changes

Show Detailed Info...

Create a new set of key codes A
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Figure 11
Individual Key

For ezh installation, you can view any custom data that was sent to the server during the
installation. This might include registration information, for example.

Note, there is no facility in the license manager to modify custom information. The current
versionof the licensing server only provides a facility to capture this data from the client. You
can, however, write your own utilities to work with the database to extract or modify this custom
data.

Advanced License Manager Options (Hosted Installations)
Thisfeature is not available in the DEMO edition of the Desaware Licensing System.

The following advanced options are generally used only for hosted installations. Normally, the
installation, licensing and configuration of the server is handled by the atstalprogram.

However, if you are hosting your license server on a shared host (perhaps provided by an ISP or
hosting service) it may not be possible to run the installation program. In these situations you
must be sure that your hosting service allows tmoconfigure the following:

1. Database support. This includes one of the following:

a. SQL server support, including the ability to assign database permissions to the
account under which ASP.Net is running.

b. JET runtime support, including the ability to spgdife and directory
permissions to the account under which ASP.Net is running.

c. Other database support, in which you can grant the ASP.Net account sufficient
permission to create tables and modify data in the required database.

2. Database creation. You mustve the ability to define/create an empty database and
specify a correct connection string for that database. Plus, you must be able to set the
security for that database as specified previously.

3. Directory security. You must be able to set file/directegess security to allow the
ASP.Net account to read or write files from directories you specify.

4. Code Access Security permissions. The Licensing Server requires full trust to run.

Refer to our online FAQ dtttp://www.desaware.com/support/fag/licensing/index.depx
additional information on using the license server on shared hosts and to download the latest
version ofthe server configuration guide

Security settings are both important and amongst the most challenging issues to manage. Your
ASP. Net application runs under an account. Th
machineconfig file or in the Advanced configuration for the Application Pool hosting the

application (Windows servers and 11S By default the account is called ASPNET under

Windows 2000, Network Service under #Rd laterOn server systems, you can specif th

account used by the application pool in which the server is rum@mgVindows 7, the default

setting is a special Application Pool Identity account which has the same name as the application
pool.Al | references t o A ASPotReaccountaunderavhich ASPiNatat f o
IS running on your system.
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To perform a hosted installation you must:

1. Install the license server on a local system in demo mode (in order to extract the
necessary files, but not use the license key).

2. Create the appropriatértual directory on the host system.

3. Copy the files to the host system. This includes the files in the root virtual directory and
the bin directory.

4. If using Access, create a DB directory on the host system and set security for that
directory to allow tle ASP.Net account to read, write and modify files in that directory.

Create a blank Access database in that directory. We recommend using the IIS
Management console to disable read access to this directory.

Be sure the database name and path matchespgécified in the connection string.

5. If using SQL (or other database), create the necessary database and set security for the
database to allow the ASP.Net account to create tables and perform all other access
operations to that database.

6. Add the conne@bn string and access type to the web.config file as described in the
Appendi x: AConfiguring the Web Service web
database connection string, and the connection string must work under the account under
which ASP.Net isunning.

7. Temporarily set the security of the bin directory to allow the ASP.Net account to read and
write files in the directory. (Note, if you are unable to do so, specify a directory that
ASP.Net can write to in the appsettings section in your webgédiwith the
altneratehostinstallpath key: <add key="alternatehostinstallpath”
value="/writabledirectory" />. The directory can be a physical directory on the system or
relative to the web site root. The DLSC file will be placed in that directory amd yo
should copy it to your bin directory after the hosted install is complete.

8. Use the License Manager Advan¢esket Server Connection menu command to select the
correct server. You will get an error message "Server was unable to process request.
The Desaware Licensing Service is not licensed for use on this serpest'ignore that
error message since the server is not yet licensed.

9. Use the License Manager Advancddosted Install menu command to enter your
installation code for the server. ThislMicense your hosted server.

10.Use the LicenseManager Advancederify Hosted Database command to verify your
connection to the database and initialize the database tables. Once this command
succeeds, your license server is ready to use.

11.Reset the secuyitof the bin directory to its original setting. If you used the
alternatehostinstallpath key to place the DLSC file in a different directory, copy it to the
bin directory.

12.1f you are using role based security, use the 1IS Management console to turnooff bas
authentication to the Management.asmx page.
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Refer to the section ATesting and Debugging S
assistance in resolving installation problems.

The Hosted Installation option is also used to upgrade the licengrsystem from the single
application to full edition. Just enter your full version installation code to upgrade the
selected server.

Advanced License Manager Options (Binding Code Generator)
This feature is not available in the DEMO edition of the Desawarensing System.
This feature is used to generate code that verifies your .NET assembly had not been modified.

We highly recommend you read the accompanied StrongName.pdf document on using code
binding to ensure that your .NET assemblies have not bediifi@ao

Figure 12
Binding Code Generator

Enter the public key tokens for your assembly in either of the Debug or Release text boxes.
Separate each decimal value with a space. Or, you can select either of the Debug or Release
Extract from Assemblidsuttons to extract the public token key from a debug or release
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